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DIGITAL SIGNATURES

CREATING AND VALIDATING SECURE ELECTRONIC DOCUMENTS




SECURING ESEGEEEINIENNEOC UMENTS

Digital signatures can be used by design professionals (Architects and Engineers)
to authenticate the electronic documents they create for submittal to a permitting

authority.

This method of authenticating documents is authorized by the respective licensing
boards by Administrative Rule

Architects 61G1-16.005
Engineers 61G15-23.003



61G1-16.005

61G1-16.005 Procedures for Signing and Sealing Electronically Transmitted Plans,
Specifications, Reports or Other Documents.

(1) Information stored in electronic files representing plans, specifications, plats,
reports, or other documents which must be sealed under the provisions of Chapter
481, F.S., shall be signed, dated and sealed by the architect or interior designer in
responsible charge.

(a) A scanned image of an original signature shall not be used in lieu of a digital or
electronic signature.

(b) The date that the electronic signature file was created or the digital signature
was placed into the document must appear on the document in the same
manner as date is required to be applied when a licensee uses the manual sealing
procedure set out in Rule 61G1-16.003, F.A.C.



61G1-16.005

(2) An architect or interior designer utilizing a digital signature to seal construction
documents shall assure that the digital signature is:

(a) Unique to the person using if;
(b) Capable of verification;
(c) Under the sole control of the person using it; and

(d) Linked to a document in such a manner that the electronic signature is
invalidated if any data in the document are changed.



61G15-25 008

61G15-23.003 Procedures for Signing and Sealing Electronically Transmitted Plans,
Specifications, Reports or Other Documents.

(1) Engineering work which must be sealed under the provisions of Section 471.025, F.S.,
may be signed electronically or digitally as provided herein by the professional engineer
in responsible charge. As used herein, the terms "“digital signature” and “electronic
signature” shall have the meanings ascribed to them in Sections 668.003(3) and (4), F.S.
The affixing of a digital or electronic signature to engineering work as provided herein
shall constitute the sealing of such work.

(a) A scanned image of an original signature shall not be used in lieu of a digital or
electronic signature.

(b) The date that the electronic signature file was created or the digital signature was
placed into the document must appear on the document in the same manner as date
Is required to be applied when a licensee uses the manual sealing procedure set out in
Rule 61G15-23.002, F.A.C.



61G15-25 008

(2) A professional engineer utilizing a digital signature to seal engineering
work shall assure that the digital signature is:

(a) Unigue to the person using it;
(b) Capable of verification;
(c) Under the sole control of the person using it;

(d) Linked to a document in such a manner that the electronic signature
is invalidated if any data in the document are changed.



DIGITAL SIGNATURES

A key point to remember is that a digital signature is only valid when the
associated electronic document (digital file) can be authenticated with the
signee’s public key

A paper printout of a digitally signed electronic document cannot be validated,
and therefore cannot be used as an official record

A digital signature must be created using key pair fechnology in accordance with
the federal Secure Hash Standard also known as Federal Information Processing
Standards, FIPS 180-3 or FIPS 180-4



HOW DIGITAL SIGNATURES WORK

Digital signature technology is defined in Florida Statutes 668, using one of several
algorithms to encode a signee’s personal information, making it possible to
authenticate the signature using the Encrypftion key produces

PDF management software such as Adobe Acrobat or BlueBeam can be used o
decode the signature, authenticate the signature and read the history of the file to
determine if the file has been changed since the document was signed



FLORIDA STATCHEGES

As used in this act:

(1) “Certificate” means a computer-based record which:
(a) Identifies the certification authority.

(b) Identifies the subscriber.

(c) Contains the subscriber’'s public key.

(

d) Is digitally signed by the certification authority.



FLORIDA STATCHEGES

(2) “Certification authority” means a person who issues a certificate.

(3) “Digital signature” means a type of electronic signature that transforms a
message using an asymmetric cryptosystem such that a person having the initial
message and the signer’s public key can accurately determine:

(a) Whether the tfransformation was created using the private key that corresponds
to the signer’s public key.

(b) Whether the initial message has been altered since the transformation was
made.

A “key pair” is a private key and its corresponding public key in an asymmetric
cryptosystem, under which the public key verifies a digital signature the private key



FLORIDA STATCHEGES

(3) “Digital signature” means a type of electronic signature that transforms
a message using an asymmetric cryptosystem such that a person having
the inifial message and the signer’s public key can accurately determine:

(a) Whether the transformation was created using the private key that
corresponds to the signer’s public key.

(b) Whether the initial message has been altered since the transformation
was made.



FLORIDA STATCHEGES

A “key pair’ is a private key and its corresponding public key in an asymmetric
cryptosystem, under which the public key verifies a digital signature the private

key creates. An “asymmetric cryptosystem” is an algorithm or series of algorithms
which provide a secure key pair.



CREATING A SIGNATURE
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CREATING A SIGNATURE

Save as Certified Document

Click on “OK" at the first screen

You are about to create a cerfified document, By certifying a document, you wouch
. forits contents and enable recipients to verify that the document came from you.
‘ Certifying a document also adds tamper-resistance to defect and prevent unwanted
changes.

To certify a document, you need to have a digital ID. If you intend to distribute this
document to a large audience, itis suggested that you use a digital I from one of
Adobe's partners, This will allow any recipient with Acrobat or Adobe Reader to
automatically verify the certification,

Get Digital ID from Adobe Partner...

[ Don't show again

Help | QI Cancel




CREATE A SIGNASISE

Click “OK" to create a signature
field.

Adobe Acrobat

To create a signature field, first click OK to close this dialog, then click and drag
out the field's area in the location where it should appear in the document,
After creating the signature field, you'll be asked to choose additional options

to complete signing.

[ EDO not show this message again

0]

x|

Cancel




CREATING A SIGNATURE

Add Digital 1D x|

After the signature field is created
The SlgnOTure flle can be SeleCTed' Add or create a digital [D to sign and encrypt documents. The certificate that

or d new Sigﬂ(’_]'l’ure can be comes with your digital ID is sent to others so that they can verify your
signature, Add or create a digital [T using:
created.

" My existing digital ID from:
Note that you only have to
signature file is created a signature
once

. A file
€ | A roaming digital ID accessed via a server

" A device connected to this computer

Select “New Digital ID” to create
your SigﬂOTUI’e ® A new digital ID I want to create now -

Cancel | < BEck |




CREATING A SIGNATURE

o - x
Fill in all of the open fields and acliae [ El
click “Finish”

Enter your identity information to be used when generating the self-signed
certificate,

Mame {e.qg. John Smithy: | -

Organizational Lnit;

Crganization Name:

Email Address:

Country/Region; |US - UNITED STATES ~|

[~ Enable Unicode Support

Cancel | < Back | Einish




CREATING A SIGNATURE

To create a password protected
D|g|‘|'C|| |D SeleC‘I' “NeW PKCS#]Q Where would you like to store your self-signed digital ID?
digital ID File™ and click Next © New PKCS#12 digital ID file -

Creates a new password protected digital ID file that uses the standard
PKCS#12 format This common digital ID file format is supported by
mast security software applications, including major web browsers,
PKCS#12 files have a .pfi or .pl file extensian,

" Windows Certificate Store

Your digital [0 will be stored in the Windows Certificate Store where it
will also be available to other Windows applications, The digital ID will
be protected by your Windows login,

Cancel | < Back Mext =




CREATING A SIGNATURE

The file name will pre-load

Erter a file location and passwoard for wour new digital ID file, You will need the paszsword when
you use the digital ID to sign or decrypt documents, You should make a note of the file location

1 50 thatyou can copy this file for backup or other purposes, You can later change options for this
CreOTe O pcssword O n d Conflrm file using the Security Settings dialog.
M HCTAT A
C“Ck FlﬂlSh File Mame:

Browsse.., |

Password:

I vocrees

Confirm Passward:

| =
T

Cancel | < Back | Einish I




CREATING A SIGNATURE

Now your digital ID has been created x|
and can be used to certify the SignAsi | John O'Conrar <joconnor@reidorgs v @ -

document T
The top line is your signature file S By b GFBaes .|
name; It will auto-load

Appearance: IJDhn Q'Connor j

Certified by John O'Connor
DN: cn=John O'Connor, o=RCID,
ou=Building and Safety, @l

email=sjoconnorgrcid.org, c=US
Date: 2012.06.27 11:28:19 -04'00°

On the second line fill in your
password

The third line is the name of the visible
signature, it will auto-load

The fourth line will auto load the Petmitted Actions After Certifying
Signo-l-ure info Annotations, forrm fill-in, and digitalsignatuj ﬁ

Mo changes allowed

Formm fill-in and digital signatures

Lnnotations, form fill-in, and digital signatures Cancel |




CREATING A SIGNATURE

x|
Open The drop_down ”ST Ond SeleCT Sign £ IJDhn O'Connor <joconnor@reid.org s j ﬂ

Choose new AppeOrOnce Password! I

Certificate Issuer: lohn O'Cannar Infa... |
fppearance:  |John O'Connar j -

Standard Text
lohn Q'Caonnor
ate [y n

ou=Building and Safety,
email=joconnorgrcid.org, c=US
Date: 2013.06.27 11:28:19-04'00

Permitted &ctions After Certifying

Mo changes allowed j ﬁ

Sign I Cancel |




CREATING A SIGNATURE

Name the signature
Edit the fields as needed

Import an image

Configure Signature Appeararnce

Title; |John O'Connor

rPreview

Digitally signed by your common name here
DN: your distinguished name here

Reason: your signing reason here

Location: your signing location here

Date: 2013.06.18 12:01:00 -04'00"

rConfigure Graphic

‘ ® [Imported graphic

 MName

Show: Mo graphic Import Graphic from:

rConfigure Text

Showe: ¥ Name ¥ Location
v Date v Reason

[v Cistinguished name v Logo
¥ Labels

rText Properties

Digits: |0123456?89 vI

Text Direction:  ® Auto " Left to right " Right to left

Ok Cancel




CREATING A SIGNATURE

Before the signature is added the
file must be saved
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CREATING A SIGNATURE

Before the signature is added the
file must be saved

E Save As
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VALIDATING A SIGNATURE

The most commonly used PDF reader
is ADOBE Arobat. With their free PDF
reader it is possible to view file
content, see the document history
and validate digital signatures

When a drawing file is opened with
Adobe Acrobat, the program wiill
indicate if it has been digitally signed
by showing the signature panel
button in the right side of the fray
above the drawing




VALIDATING A SIGNATURE

Click on the Signature Panel button
to open the signature panel

The name of the signee will be
shown

4 splitsville Flectrical with Electronic Signature pof - Adobe Reader S=]E]
He Edt Vew Window Hep

GRPESE|®® =@ ex]-]| HE £ | [5 Took | Sign | Comment
* Certified by Auguste E Bobes it PE. Babes i Z icate dssied by Augusto . Bobes Jr. PE-
L | Sgmatures

| |® =

=- Valiciate All

* % Certified by Augusto E Bobes Jr., P.E. <gusjr@bsbeseng.com




VALIDATING A SIGNATURE

Signature Properties il

f Document certification is valid, signed by Augusto E. Bobes Jr, P.E.

From the Signature Properties panel click

o ;__Surpmary_ DocumentlS\gner |Date/T\me|Lega\ |
on the Show Certificate button
Signed by: |beer-aP‘E-<gusjr@bobeseng-com> Show Certificate..,

Reason: INot available

Signing Time: |2013l01,f23 16:54:33 -04'00" Location; [Mot available

rWalidity Summary

R/ The Document has not been modified since it was certified.
% The signer's identity is valid.

L Signing time is from the clock on the signer's computer.

Signature was created using Adobe Acrobat 9.2.0,
Signature was validated as of the signing time:
2013/01/23 16:54:33 -04'00°

Validate Signature | Close




EXPORTING A PUBLIC KEY

The signee must send the public
key to the Authority Having
Jurisdiction

This is done by exporting the public
key

The Authority Having Jurisdiction
must receive the public key and
save it in the adobe trusted
certificate folder

This dialog allows you to view the detalls of a certificate and its entire lssuance chain. The detalls
correspond to the selected entry.

I™ ‘Show all certification paths found
| Augwsto £ BobesJr,  Summary | Details | Revocation| Trust | Poicies | Legal Notce|

Lz} Augusto E. Bobes Ir, PE <gugr8bobeseng.com>
Babes Associates Consulting Engineers, Inc.
Issued by Augusta E. Bobes Ir, PE. <qusjr@bobeseng.com>
Bobes Associates Consulting Engingers, Inc.
Valid from:  2013/01 /73 16:53:32 -04'00°
Valid to:  2008/01/23 16:53:32 -0400°
Intended usage:

Sign transaction, Encrypt document

= ﬁ
S| i

@ Thisis a salf-signed certificate, The selected cerificate path is valid,

The path validation checks were done a5 of the signing time:
2013/01/23 16:54:33 -04700°




EXPORTING A PUBLIC KEY

Data Exchange File - Exporting Cert il

Click on the Export the encrypted
data line and then the next button

~Steps

U @eese B GEeE You have chosen to export the following data:

Identity Selected address book entries

To open the exported data, you need Adobe Acrobat 6.0 Professional or Standard, Adobe

g Dz it ks Reader 6.0, or later versions.

Create Email Contents

Review and Complete rDestination

o m.é.\.\“fﬁ.é“gxported data
(" Save the exported data to a file
) Acrofat FOF Diata Exchandge,

) Certificate WMessage, Symtax - PRES#T

! Certificate File

Cancel = Black | MNext > |




EXPORTING A PUBLIC KEY

Data Exchange File - Exporting Certificate ll

Fill in the information and click

rSteps

Th e n eXT b U TTO n Your identity information is used with comments, reviews, and digital signatures.

Ch E t Opti
o0se EXpart Lptions Information entered here is secure and not transmitted heyond this application without

® Identity your knowledge. To modify this information in the future, simply go to the Identity
panel in the preferences.
Sign Data Exchange File

rldentity
Create Email Contents
Login Name: o'connor)
Review and Complete

Name: |

Title: |

Organization Name: I

Organization Unit: I

Email Address: I

[ Do not show again

Cancel | < Back | Next >




EXPORTING A PUBLIC KEY

Skip the sign the file option and
click next

[ Steps

Choose Export Options
Identity

Sign Data Exchange File
Create Email Contents

Review and Complete

Sign Data Exchange File

Signature

[f you intend to share this data with someone else, you may want to

digitally sign the data so that the recipient can verify where it came
from.

Sign.. |

Cancel < Back




EXPORTING A PUBLIC KEY

Address the file to the Authority

Having Jurisdiction and click
next

Choose Export Options

Identity

Sign Data Exchange File
“ Create Email Contents

Review and Complete

You can specify the contents of the email message to which you will attach the exported
data. This information will be sent to your email program.

rMessage

Io: I

Subject: IAcrobat FOF Data Exchange File

Attached is an Acrobat FDF Data Exchange File. |

The attached file contains a list of certificates that you can use to validate signatures
and encrypt documents.

Opening this file will start Adobe Acrobat or Adobe Reader and prompt you ta
process the file,

To open and process the file attachment, you need Adobe Acrobat 6.0 Professional
or Standard, Adobe Reader 6.0, or later versions,

||

Cancel | < Back |




TRUSTING A CERTIFICATE

This dialog allows you to view the details of a certificate and its entire e details

Select the Trust tab and check all of the trust Corepaa o i .

[~ Ehow all certification paths found

S e TTi n g S Augusto E. Bobes ir. Summml Details | Revecation | Trust lPohm-s| Legal Non:el

This certificate is directly trusted in your trusted identities list

Click on the trust button | R

certificate and all certificates issued beneath this certificate are
trusted foo

& Sign documents or data
& Certify documents

% Exscute dynamic content that is embedded in a centified

document

& Execute high privilege MvaScripts that are embedded in 4
certified document

K perdorm e @

¥
printing, file access, etc)

e | L]

& Thisis a self-signed certificate, The selected cartficate path s valid.

The path validation checks were done as of the soning time:
2013/01423 16:54:33 -04'D0°



TRUSTING A CERIMFEIESEuE

Im| ontact Settings x|

rCertificate Details

Check the content boxes

Issuer:  Raymond Schaefer <Rschaefer@maverickarchdes.com>

C ”C |< O n Th e O |< b U TTO n Usage: Sign transaction, Encrypt document

Expiration: 02/14/2018 5:25:09 PM

Raymond Schaefer <Rschaefer@Maverickarchdes.com=

Trust

A certificate used to sign a document must either be designated as
a trust anchor or chain up to a trust anchor in order for signature
walidation to succeed. Rewocation checking is not performed on or
above a trust anchor,

¥ Use this certificate as a trusted root

If signature validation succeeds, trust this certificate
for:

| Signed decuments or data

[+ Certified documents

[ Dynamic content

[ Embedded high privilege lavaScript

Help oK | Cancel




VIEWING SIGNATURE DETAILS

This dialog allows you to view the detalls of a centificate and
correspond teo the selected entry.

Open the Details tab to view information T
. Augusto E Bobes Jr,  Summary [Detals | Revoca)
about the signature

ire lssuance chain. The detalls

| Trust | Policies | Legal Notice |

Certificate gata:

[ Tname [ vaiue E
MDS digest ALEEOBTTO02 28 ATABABE4BE4S .
SHAL digest ADASFLICFBE24B D5 5160 54 2A .

| K309 data J0B202ED 308202 56 A0 030201 ..
12840113583 1. «see detailss
Key usage Sign transaction, Encrypt document
SHAL digestof p..  <see details>
Public key RSA (1024 bits) =
4 I+

L1 | L]

@ Thisis a self-signed certificate. The selected certificate path is valid.

The path validation checks were done a5 of the signing time:
2013/01,/43 16:54:33 - 0400




VIEWING SIGNATURE DETAILS

This dialog allows you to view the details of a certificate and its entire issuance chain. The details
correspond to the selected entry.

Move The Slide down TO VieW more I Show all certification paths found

Augusto E. BobesJr.  Summary DamilsiRmaunnhml |Po|ncues|l.egatNohczl

information et s

[ Mame [ value =
= Validity ends 2018/01/23 16:53:32 -04'00°
B Validity starts 2003/00743 16:53:32 D400
W@ Senal number AA22BEBF13EE0OL350D 2E
B lssuer c=UE, emal =gusr@bobeseng.com, o
3 Subject =3, email =qusjr@bobeseng.com, 0.
B Signature algont. SHALRSA
B Version 3

KN il

W Thisis a sell-signed cerbificate, The selected certificate path is vahd,

The path validation checks were done as of the signing ime:
2013/00/43 16:54:33 -04'00°



VIEWING SIGNATURE DETAILS

The public key can be seen by highlighting e

the Public Key line

Avgusto £ Bobes I, Summary Detals |Fbe-‘-ocanm|‘l‘mst |Puicies|Legal Noﬁce[

Certificate data:
[_[ame [ Value =l
E 12840113583 1. <sée detalss>

B Key usage Sign transaction, Encrypt document

B SHAL digestof p..  «see details»

B Valichty encs 2018,/01/23 1
B Validity starts 2013001423 16:53:3
R Senal number 4A22BEF13EENDL350D 2E

o™

30 81 9F 30 0D 06 09 2A B6 48 86 F7 00 01 010105 00 03 8L 8D 00
B1 89 03 B1 81 00 D3 T4 4B 24 0E 26 79 55 AF 80 18 B0 21 11 E2
3£ 53 9A AD 36 10 A5 95 B A3 CF 70 1D 74 7F D6 98 E7 Ad 8A 95
5 5A 28 29 0A 47 %8 B9 62 1B 2B 44 68 AF BC 2E CD 1F 1B FO DA
0529 7C 52 D2 4E 36 0941 43 6F 5F A7 C1 18 52 0C TF 41F1 A1
3508 B3 B8 54 83 F1 D7 54 91 95 F7 BE BB 1F 68 0C 38 E4 2E 81
52 B9 AE B3 FC CC 23 D7 2C B4 C5 A3 39 2F E6 6F 15 %4 38 96 84
3 23 FB DAFT 02 03 0100 01

e | 3

@ Thisis a self-signed certificate, The selected cerfificate path is valld,

The path validation checks were done as of the signing time:
F013/01/73 16:54:33 -04°00°



VISIBLE SIGNATURE IMAGES

A visible signature image is not e —
required in the validation T — ﬁ[g%%gzésgs\griml
process o@ [ E\j 1
However, a visible signature ¢ > | F B
image created by the 5 il
signature software is helpful to s e =

notify the reviewer that the
document is digitally signed

. e . . . Hi < Second Floor
A visible signature will contain g | e
information required by the
rules A A ba L a A2.1.2
7 - = ANN Drsakg B




VISIBLE SIGNATURE IMAGES

A proper visible image can
include an image of the
signee’s seal, the name of the
signee, date, contact
information, and the phrase
“Digitally signed by..."

B AZ_1_2 Floor Plan pl - Adobe Reader
e Bt Yew Yndow ek

SBzEeE tea| (=@ [we [-]] B B Tooks | Sign | Comment
L@swm all signatures are valid. 524 Signausre Panel
- HEEEEE R EE R -
= a w 1 i s
- EEEOQ:Q:EOQUJEE
= —lElE|O|p|lu|le|d|l|o|a
= SHE8HMEEEE
= =2 Z¥a|Z|Z|Z|0
§ mn:n:n:émn:mm:'
) |W|w|w Iw|a|2(DS
<|o|o|o|O|w|o|w|wn|m
N — | (=]
||| ®|D (I~ |O N T M| =
Digitally signed by Raymond WL,._M..J:,
1 Schaefer

4200%3000in 4]

DN: cn=Raymond Schaefer,
o=Maverick Architecture &
Design, LLC,, ou,

email=Rschaefer@Maverickarch

des.com, c=US

Date: 2013.02.14 17:40:43 -05'00
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Floor Plan




THANK YOU FOR ATTENDING

FOUNDED 1916

AIA Florida



